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Abstract. A high-quality evidence-storage service is crucial for many
existing applications. For example, judicial or arbitral authorities need
to guarantee that their systems are available and trustworthy to con-
duct the arbitration. Such a system should protect witnesses’ privacy
from potential adversary threats. Ring signatures can be employed in
blockchain-based systems to conceal the witness’s identity among a group
of persons while guaranteeing the availability and trustworthy of evi-
dence. However, the strong anonymity of ring signature makes regula-
tion tough and shields criminals. The traceable ring signature (TRS) is
a de-anonymization mechanism that, unlike group signatures, does not
rely on centralized trust, making it suitable for the blockchain system.
Unfortunately, no SM2-based designs could be discovered in the TRS
public literature. To fill the gap, this paper proposes a traceable ring
signature scheme based on SM2 digital signature algorithm. It is shown
that SM2 traceable ring signature (STRS) satisfies integrity, unforgeabil-
ity, anonymity, and traceability. Moreover, we present an STRS-based
blockchain evidence-storage system, in which users upload evidence with
traceable ring signature generated by themselves, and regulators can
learn the true identity of the signer if necessary.

Keywords: Blockchain - Evidence-storage system - SM2 - Traceable
ring signature - Traceability

Introduction

Ring signatures, introduced by Kalai, Rivest, and Shamir in [1], allow a partic-
ipant to sign a message anonymously on behalf of a group, named “ring”. The
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verifier can check the validity of the signature but cannot determine the identity
of signer within the ring; this attribute is also possessed by group signature.
However, the major difference between ring signatures and group signatures [2]
is that there is no centralized manager who generates the keys, manages the
group, and de-anonymizes the signer if required. This type of digital signature,
which ensures anonymity without a centralized manager, is therefore appropriate
for a decentralized system, and there are existing uses for it as a building block.
For example, each transaction in blockchain clearly shows the input and output
accounts (public keys) of funds, hence, we can determine the flow direction of
funds. Monero requires user’s key and other public keys to form a ring as the
input account to construct the transaction, preventing the external observers
from learning which possible signer in the ring is the real input account, thus
realizing untraceability [3-5].

However, the lack of manager in ring signatures enables members to abuse
their anonymity. In the example of Monero [6], the strong anonymity provides
shelter for illegal acts, such as money laundering [7]. Due to the anonymity
guarantees, the regulators cannot distinguish whether this transaction is signed
by which one.

To address the uncontrolled anonymity guaranteed by ring signatures,
Fujisaki and Suzuki proposed traceable ring signatures (TRS) in [8], in which
each message is attached with a one-time random number, named ISSUE. TRS
contains an algorithm Trace that can detect the signer in the ring. In detail, if
Alice signed two messages m and m’ to get traceable ring signatures o and o’
with the same ISSUE, the Trace will expose the public key of Alice. It should be
noted that if the message m = m/, it just finds the same signer but cannot tell
who signed them, which is known as linkability [9].

Fujisaki [10] presented a sub-linear traceable ring signature with the trusted
common reference string (CRS). Ho Au et al. in [11] build the traceable ring
signatures based on bilinear maps. Scafuro et al. [12] proposed the one-time
traceable ring signatures, where a member can sign anonymously only one mes-
sage. Fan et al. [13] presented a ring signature with SM2 algorithm, where SM2
(Shangyong Mima) is proposed by the State Password Administration of China.
Peng et al. [14] constructed the ring signature with SM9 algorithm. Although
TRS has several variants, no scheme has yet been developed that is based on
SM2, the Chinese cryptographic public key algorithm standard [15]. To bal-
ance the privacy and regulation of signers, we propose a traceable ring signature
scheme based on the SM2 signature algorithm in this paper. In our proposed
scheme, the signer can generate a valid ring signature that can be verified effi-
ciently in a manner of privacy-preserving. Moreover, all signers can combine to
trace back to the signer of a certain signature without revealing the identities of
the rest.

1.1 Application Case

Regulated Anonymous Evidence-Storage System. Born with open, trans-
parent, and tamper-proof qualities, blockchain technology is ideal for the
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evidence-storage system to provide the solidification and permanent mainte-
nance of data [16-18]. In the case of a disagreement, users, judicial or arbitration
institutions can access proof from any node of the blockchain, eliminating the
requirement for a third-party institution to give proof and thereby increasing the
efficiency of related work. It is a challenge to settle out how evidence submitters
can maintain their identity privacy for safe while yet proving their identification
to the judiciary when necessary without alerting a third party.

Based on our scheme, the user first generates the ring signature for the evi-
dence, after which others may check it and discover it is signed in a ring. Upon
receiving the trace requirements, the user resigns a new message. Finally, the
regulator can determine who the true signer of the signature is.

1.2 Owur Contributions

To protect the user’s privacy, we propose a novel traceable ring signature scheme
based on SM2 signature algorithm, which yields privacy and traceability. Our
key contributions in this paper are as follow:

— We design a traceable ring signature scheme based on SM2 signature algo-
rithm.

— We prove that our scheme can satisfy the property of privacy-preserving and
traceability.

— We construct a blockchain evidence-storage scheme based on our algorithm
and design a traceable data structure used in the tracing process, proving the
feasibility of proposed scheme.

1.3 Layout

The rest of this paper is organized as follows. In Sect. 2, we give the preliminaries
in this paper. In Sect. 3, we show the construction of the proposed SM2 traceable
ring signature (STRS). In Sect.4, we analyze the cost of STRS. In Sect. 5, we
propose a blockchain evidence-storage system (SBES) based on STRS. In Sect. 6,
we analyze the properties of SBES. We then present the conclusion in the last
section.

2 Preliminaries

2.1 Notions

In this paper, we set A represents the security parameter, ¢ denotes negligible
function, PP7T represents the probability polynomial time, H represent the hash
algorithm, e.g., SM3 cryptographic hash algorithm [19]. Also, G is an elliptic
curve point group of order ¢, G is the generator of G.



Traceable Ring Signature Schemes 125

2.2 SM2 Signature Algorithm

SM2 is a public key encryption standard adopted by the People’s Republic of
China. SM2 Public key cryptography algorithms based on elliptic curve mainly
include a trio of parts: digital signature algorithm, key exchange protocol and
public key encryption.

In this section, we briefly review the SM2 digital signature algorithm, which
includes a set of algorithms: Setup, Key Generation, Signature Generation and
Verification, defined below:

1. Setup. Given the security parameter 1*, the algorithm outputs an elliptic
curve point group G of order ¢, where G is the generator of G and a hash
function Hy : {0, 1} — Z7.

2. Key Generation. A user U randomly chooses da € Z; as the private key, sets
the public key P4 = d4 - G. The algorithm outputs the key pair (pk, sk).

3. Signature Generation. Given a user’s private key d 4, a message m, the user
A first computes e = H;(m), then randomly chooses k € Z, then calculates
(r1,y1) = k-G, computes r = (z1+¢€) mod g and s = ((1+da) "t (k—7r-da))
mod ¢. Finally, the algorithm outputs the signature o = (r, s).

4. Verification. Given a user’s private key d 4, a message m, a signature (r, s),
the verifier first checks whether r,s ¢ Zy, then computes the hash value
e = Hi(m), lets t = (r + s) mod g, calculates (x1,y1) = s- G + ¢ - Py, sets
R = (e + z1) mod ¢. If R = r, the algorithm outputs 1, which means the
signature is valid; otherwise outputs 0.

3 The Proposed SM2 Traceable Ring Signature

In this section, we put forward the SM2 traceable ring signature (STRS). Gener-
ally speaking, a traceable ring signature works as follows: Each user U; generates
its own key pair (pk;, sk;). They register their own public key P; with the public
key infrastructure. The user U; randomly chooses (n — 1) users’ public keys,
adds his own public key, constructs the list LIST = {pky,pka,...,pk,}. For a
topic ISSUE, the user forms a tag TAG = {ISSUE, LIST}, he can sign a message
m with his private key and the tag. If the signer outputs two message/signature
pairs (i,m,o), (i',m’,0’), if i # ', everyone can know that the two signatures
are independent; else if i = i, = m’, we can link the two signatures; otherwise,
we can trace the identity of the real signature.

3.1 Definition

A traceable ring signature scheme [8] X is a quartet of algorithms {KeyGen, Sign,
Verify, Trace} defined as follows.

— KeyGen. It is a probabilistic polynomial-time algorithm, which takes as input
the security parameter 1*, outputs a key pair (pk, sk).
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— Sign. It is a probabilistic polynomial-time algorithm, which takes as input a
private key sk; where i € [1,n], a tag TAG = {ISSUE,LIST} where LIST =
{pk1, pka, ...,pky}, and a message m, outputs a signature o.

— Verify. It is a deterministic polynomial-time algorithm, which takes as input
a tag TAG = {ISSUE, LIST} where LIST = {pki, pka, ..., pk,}, a message m,
and a signature o, outputs a bit b. If b = 1, the signature is valid; otherwise,
not.

— Trace. It is a deterministic polynomial-time algorithm, which takes as input
a tag TAG = {ISSUE,LIST}, two message/signature pairs {(m, o), (m/,o’)},
outputs the following string: “indep”, “linked” or pk;, where pk; € LIST.

Public Traceability. The output of the Trace algorithm looks confusing, which
we discuss in detail here. For any ISSUE, any message m, m/, any i,i’ € [1, n], we
have (pk, sk) — KeyGen, o < Sign(sk, TAG, m), ¢’ < Sign(sk, TAG, m), it holds
with an overwhelming probability that the following statement holds.

“indep”, ifi#
Trace(TAG, m,o,m’,0’) = { “linked”, elseifi=1, m=m’
pk;, otherwise.

Correctness. We define the correctness of a traceable ring signature scheme
as follows. For any ISSUE, any message m, any ¢ € [1,n], we have (pk, sk) —
KeyGen, o <« Sign(sk, TAG, m), it holds with an overwhelming probability Verify(
TAG, m, 0)=1.

3.2 Constructions

In this section, we first appoint the notions that will be used. H; : {0,1}* — G,
Hjy : {0,1}* — G and Hj3 : {0,1}* — Z; denote hash functions, || denotes the
concatenation of bit string, | denotes abort, # denotes an empty set. # denotes
the number of members in a set. We use the same elliptic curve point group G
of order ¢q as the SM2 digital signature standard, where G is the generator of G.

Here, we give the detailed constructions of our SM2 traceable ring signature.

1. KeyGen. Each user runs this algorithm, gets their key pairs.

(a) Each user U; randomly chooses d4, € Z; as the private key, sets the
public key P; =d; - G.

(b) The algorithm outputs the key pair (pk;, sk;), pk; = Py, sk; = d;.

2. Sign. Given the private key sk;, the tag TAG = {ISSUE,LIST}, and the mes-

sage m, the user runs this algorithm to output a signature o.

(a) The user A; randomly chooses (n — 1) users’ public keys, adds his own
public key, constructs the list LIST = {pki,pks,...,pk,}, Let TAG =
{ISSUE, LIST}.

(b) Calculate the hash value W = H;(TAG).

(¢) Compute o; =d; - W.

(d) Compute Ag = Hy (TAG,m) and A; = (0,/A0)"".
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e) For all j # 4, compute o; = ApA? €G.
f) Randomly choose k; € Z;, set c;y1 = H3 (TAG, Ag, A1, ki - G, ki - W).

) For j=i+1,...,n,1,...,i— 1, the user A; chooses s; € Zy, computes
T; =s;-G+(s;+¢) P, Y; =s;- W+ (s +¢j) - 05, then computes
Cit1 = H3 (TAG, Ao, Al,Tj,Y}), lets C1 = Cp+1-

(h) Compute s; = ((1 +d)7 (ki — o dz)) mod q.

(i) Output the traceable ring signature value o = (Ay, ¢y, $1,82,...,8,) on

message m.
3. Verify. Given the tag TAG = {ISSUE, LIST}, the message m, and the signature

o, the verifier runs this algorithm to output a bit.

(a) Ifc,81,82,...,80 & Z;, return L.

(b) Fori=1,2,...,n, compute Ay = Hy (TAG, m) and o; = AgA;".

(c) Calculate the hash value W = H;(TAG).

(d) For i =1,2,...,n, compute T; = s; - G+ (s; +¢;) - Pj, Y; =s; - W+

(sj +¢j) - 0;, then compute ¢ 11 = Hz (TAG, Ao, A1,T;,Y;).

(e) If ¢1 = ¢py1, then outputs b = 1; otherwise b = 0.

4. Trace. Given the tag TAG = {ISSUE,LIST}, two message/signature pairs

{(m,0o),(m’,o")}, everyone can run this algorithm.

(a) Calculate the hash value W = H;(TAG). .

(b) For i =1,2,...,n, compute Ay = Hy (TAG,m) and o; = ApA;". _
(c) Similarly, fori =1,2,...,n, compute Ag = Hy (TAG, m') and o, = AgA;".
(d) Fori=1,2,...,n,if o; = g;/, store P; on TLIST, TLIST is an empty list

initially.
(e) Finally, perform the following steps:
— If the public key P is the only entry in TLIST, output P;
— If TLIST = LIST, output “link”;
— If TLIST = () or 1 < #TLIST < n, output “indep”.

3.3 Discussion

This scheme realizes the generation of traceable ring signature based on SM2
digital signature algorithm. The signer hides his identity in the signature group
by collecting the users’ public keys, and generates a signature label at the same
time, which protects the signer’s privacy, avoids the abuse of signature, and real-
izes the tracking of the signer by means of a secondary signature. The invention
ensures the integrity, unforgeability, anonymity and traceability of the signature.

— Integrity. In signature phase, the signature o = (41, c1, s1, S2, . . ., Sp), where
A = (o*i/Ao)l/Z and Ay = Hy (TAG,m). In verification phase, the verifier
should calculate the Ay = Hs (TAG, m) to verify the signature. Consequently,
the signature o is generated via original data m. Once the data is tampered
with, it cannot pass the verification phase, so as to ensure the integrity of
data.

— Unforgeability. In our construction, the signature ¢ = (A1, ¢, s1, 82, ..,
Sn), where Ay = (ai/Ao)l/Z and o; = d; - W. The private key d; is only known
by the signer U;, so it is impossible for others to forge the signature without
private key.



128 Y. Zhang et al.

— Anonymity. In verification phase, the verifier uses LIST = {pky, pko, ..., pkn }
to verify the signature o. Besides, the auxiliary parameters cy, ...c, are gen-
erated with users’ public keys rather than the signer’s public key. As a result,
the probability that adversary can identify the real signer is less than 1/n,
where n is the number of users.

— Traceability. In trace phase, all users in the ring should resign data m’ with
the same tag TAG. Recall that o; = AgA," =d; - W = d; - H,(TAG). If the
old signature o is equal to new o', it means that they are generated by the
single private key d;. Hence, we catch the signer.

4 Evaluation and Analysis

In this section we evaluate the performance of STRS from communication cost
and computation cost.

4.1 Communication Cost

Let || be the bits of order g, |G| be the bits of group G. In STRS, the Sign gener-
ates signatures o = (A1, ¢1, $1,82,...,8,), where Ay € G and ¢y, $1,82,...,8, €
Z;. Consequently, the communication cost of STRS are (n + 1)[q| + |G].

4.2 Computation Cost

This paper focus the computation cost in algorithms includes Sign, Verify and
Trace. Suppose that the number of ring member is n, T,4q is the additive oper-
ation on group G, T},,; denotes the multiplication operation on group G, Teyp
is the exponentiation operation on G, Ty is the hash function for {0,1}* — G
(e.g., the Hy and Hz), and Ty represents the hash function for {0,1}* — Z
(e.g., the Hs). In addition, Tz 4 denotes the inverse operation on group Ly.

We analyze and compare STRS and other SM2-related ring signature work,
the results are shown in Table 1.

Table 1. Computation cost for SM2 ring signature schemes.

Schemes Sign Verify Trace

STRS 2Ty +nTys +Tza+ | 2Ty + (n— DTy + | 3Ty + 20Ty +
(2n — 2)Tqqq +(B5n — | (2n —2)Taqq +(5n — | 2nTezp
1)Tmul + ("’L + 1)Te:cp 4)Tmul + "’LTernp

SRS [13] nTyg +Tza + (n— nTy +nTyqq + -

DTgad+2n—1)Tyr | 20T
SLRS [13] | Ty + nTgs + Tza + | nTysr +Tza + -
(2n —2)Tyaq 2nTyqa + 4nTmul
+(4n — )T
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5 STRS-Based Blockchain Evidence-Storage System

As a decentralized trust platform, all nodes adopt full backup mechanism to
ensure availability, causing the huge storage overhead. Generally, to reduce the
storage pressure of blockchain, massive data is often stored in the remote cloud,
and a handful of critical proof is stored in the trusted blockchain that is used
to ensure the trustworthy of the data in the cloud. Typically, to achieve trace-
able evidence storage, we present SBES, a blockchain-based evidence-storage
system that employs STRS to secure users’ privacy while also tracing the target
signer. Moreover, a traceable data structure is introduced for the traceability of
evidence.

5.1 System Model

Figure 1 shows the system model of SBES, which involves four entities:

...............................................................................

..........................................................................

Smart Contract TDS Constructé

: : Addr < & — —|= > Addr —— :

Y] :Verification: DatalD <« = — — |~ » DataID : :

— : TRSig + & = == » TRSig

== i Issue : : :

==[7) ¢ Porpks i Data : :

; eeementennneens - : i

--------------- * A\.A ‘A/' *tannnmsnnnnnnst
Consumers g T T T T T T T T T T T T T . Providers

Fig. 1. System model.

— Consumers. They prefer to request data from cloud storage providers and
evidence from blockchain for arbitration or other actions.

— Providers. They are in form of group to provide evidence via cloud storage
providers due to limited storage capacity.

— Blockchain. Blockchain runs on nodes distributed all over the world, with
the characteristics of decentralization, tamper-proof and supporting smart
contract execution. It is accessible to everyone and responsible for storing the
evidence for the data in CSP.

— Cloud storage provider (CSP). They are typically commercial entities,
which offer users on-demand network access to a large, shared pool of storage
resources.
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Additionally, we design a traceable data structure for evidence-storage,
named T'DS, as shown in Fig.1, consisting of data identity DatalID, smart
contract address Addr, traceable ring signature TRSig and data itself. Corre-
spondingly, we also require the smart contract to trustfully record the above
information, including topic issue (i.e., the ISSUE in proposed scheme) and
providers’ public keys rpks= {P;,i € n}. Note that the data can be in the form
of encryption or others, it’s out of our scope.

5.2 Our Protocol

Our protocol is defined by a collection of phases as follow:

Setup Phase. In this phase, n data providers generate their cryptographic
parameters. First, all providers generate their STRS parameters, i.e., P; and d;.
Next, they should generate blockchain account parameters, i.e., pk;, sk;. Here,
we suppose that the blockchain runs safely and smoothly.

Creating Phase. They need to construct TDS for data m before storing. First,
they use the pseudo random number generator to produce a random number as
the DataID. Second, they should generate the traceable ring signature TRSig.
Third, providers should send transaction to deploy smart contract for the data.
Finally, they fill the Addr to complete TDS.

Uploading Phase. After the provider completes the TDS, the data and its
proof can be uploaded to the CSP. CSP will check the data with proof. First,
CSP finds the blockchain smart contract according to the Addr. Next, CSP check
the DataID and TRSig in smart contract whether these data are equal to those
in TDS. Last, CSP uses the rpks to verify the TRSig.

Using Phase. The consumer who counters the desired data will send request
to the CSP. After obtaining the data, the consumer can also check the data as
the CSP does in Uploading Phase.

Tracing Phase. IF some data are reported illegal, CSP should delete the data
while keeping and sending the trace evidence (i.e., DataID, Addr and TRSig) to
providers for accountability. Providers should execute the trace algorithm with
parameters in blockchain (i.e., issue) to disclose the malicious.

6 Security Analysis

In this section, we analyze the following security features of our scheme, namely:
privacy-preserving, integrity, and traceability.

Theorem 1 (Privacy-Preserving). For the purpose of protecting the
providers’ privacy, SBES is able to restrict the following behaviors of the con-
sumers: (1) obtain the identity of provider with the off-chain data. (2) get the
identity of provider with the on-chain data. (3) obtain the identity of providers
while tracing.
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Proof. For the purpose (1), we use the traceable ring signature o to replace the
traditional signature that will reveal the signer. As explained in Sect. 3.3, the
STRS provides anonymity for providers. The consumer can only use the public
key {P;,i € n} in the group to verify the signature. Hence, the consumer cannot
judge which provider signed the data. For the purpose (2), the blockchain, such
as Bitcoin [20] and Ethereum [21], provides pseudonyms to protect identity.
Although some studies [22,23] have been proposed to realize de-anonymity, the
success rate and accuracy rate are still very low. For the purpose (3), as shown in
the Trace algorithm, only the provider whose o} = o will be pushed into TList
and be revealed. The rest providers are still protected by SBES. a

Theorem 2 (Integrity). SBES is able to ensure the data integrity in the
evidence-storage process.

Proof. As explained in Sect. 3.3, the STRS provides integrity for providers with
signature o. The signature o is generated via original data m. Once the data m
is replaced by m’, the Ag = Hs (TAG,m’), resulting the ¢; # ¢p11. As a result,
it cannot pass the verification phase, so as to ensure the integrity of data.

Theorem 3 (Traceability). In SBES, any provider who violates the protocol
would be exposed.

Proof. As the blockchain is maintained by all nodes via the consensus mecha-
nism, the data in blockchain smart contract is reliable. When one provider vio-
lates the protocol, the group can execute the Trace algorithm with the data in
blockchain (i.e., issue). They first compute the hash W = H(TAG) with issue.
Second, all providers compute the ;' = AgA;*, where Ag = Ho (TAG,m'), m’ is
a string of arbitrary length. Third, if o; = 0;’, the public key P; is pushed into
TList. Finally, the TList records all the malicious providers.

7 Conclusion

Traceable ring signature (TRS) scheme has a wide range of applications, such
as an evidence-storage system. On the one hand, it has the complete anonymity
and unforgeability of ring signatures. On the other hand, it effectively avoids
the problem of regulation faced by traditional ring signatures. Researchers have
proposed many TRS algorithms with different forms and characteristics, but
there is no TRS based on SM2 digital signature algorithm. To promote the
application of SM2 digital signature algorithm in these fields, a traceable ring
signature based on SM2 digital signature algorithm, named STRS, is proposed in
this paper. Furthermore, we describe an STRS-based blockchain evidence-storage
system (SBES) in which users submit evidence with a signature generated by
STRS, and the regulator can figure out the identity of the signer.
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